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DETAILED ACTION 

1 . This action is response to communication: amendment filed on 05/21/2007 with 
acknowledgement of priority date of 07/1 9/2003. 

2. Claims 1-14 are currently pending in this application. Claims 1 and 8 are 
independent claims. 

3. No new IDS has been received since the previous Office Action. 

Response to Arguments 

Applicant's arguments filed 07/19/2003 have been fully considered but they are 
not persuasive. 

As per claims 1-7, the applicants have amended the claims to recite "for protocol 
analysis, or procedure trace to be performed on deciphered data." However, this 
phrase does not limit the claim any further, as this phrase is a statement of intended 
use. To include this limitation in the claims, the applicants are suggested to recite 
actively performing this step, instead of reciting the intended use of the device. 

As per claims 8-14, the applicants have amended independent claim 18 to recite 
performing protocol analysis, or procedure trace on the deciphered data. However, 
Takagi '474 indeed teaches this limitation, such as in paragraph 91: "The IP input unit 
1423 judges whether the TCP relay processing is to be carried out or not according to 
the information of the original packet, and gives the packet to the TCP input unit 1405 
by judging that the TCP relay processing is to be carried out. The most simple 



Application/Control Number: 10/622,657 Page 3 

Art Unit: 2134 

judgment criterion is that all packets are to be relayed by utilizing the TCP connection 
as long as TCP is used..." This limitation has been added to the art rejection below. 

Claim Rejections - 35 USC §112 

4. The previous 1 1 2 rejections have been withdrawn in response to applicants' 
clear arguments. 

Claim Rejections • 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-4, 6, 7, 8-11, 13, and Hare rejected under 35 U.S.C. 103(a) as being 
unpatentable over Takagi US Patent Application Publication 2001/0047474 (hereinafter 
'474), and in view of Malek US Patent No. 4,920,567 (hereinafter '567). 

As per claim 1 , '474 teaches a system for communication monitoring in a mobile 
radio network comprising: a processing device coupled to multiple links in the mobile 
radio network (Figure 1, processing device gateway 401, 402, 403), the processing 
device (i) determining from data transferred via the multiple links current deciphering 
parameters (paragraph 18 and 74); (ii) deciphering the data using the current 
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deciphering parameters to produce deciphered data (paragraph 18 and 90); a 
deciphering parameter providing device (paragraph 98) coupled to the processing 
device, in which the current deciphering parameters are filed by the processing device 
to be available for another processing device upon request (paragraph 101, 102); a 
deciphered data providing device coupled to the processing device for providing the 
deciphered data at an output (paragraph 91 and 92 radio output unit 1408) for protocol 
analysis or procedure trace to be performed on deciphered data (paragraph 91). The 
processing device and the deciphering parameter providing device are distributed over 
different locations and are coupled together by a communication link, as can be seen in 
Figure 1 . 

However, at the time of the invention, '474 does not explicitly teach an output 
device separated from a gateway/processing device which is connected by a 
communication link. Malek '567 teaches this though, in Figure 2, where remote 
interface forwards manipulated data to a PSTN (connected by a communication link) 
which forwards it to a gateway. This also teaches that the data sent from remote 
interface 206 may be decrypted (col. 7 lines 55-65). 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the teachings of '474 with '567, as they are both directed toward 
secure communication in a mobile radio network. One of ordinary skill in the art would 
have been motivated to separate the output unit from the deciphering unit as to allow 
physical components to be more specialized, so as to be only dedicated to one process. 
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As per claim 2, the claim recites wherein the communication link comprises one 
selected form the group consisting of a local area network and a wide area network. 
'474 teaches that the processor is connected to the deciphering parameter providing 
device through a network. The combination with '567 would teach that a output device 
would be connected in a similar manner. It would be inherent that if a communication 
link coupling devices together uses a network, (such as is taught in '474), it would be 
picked from a LAN and a WAN, as these two categories comprise all networks. 

As per claim 3, '474 teaches wherein the processing means deciphers data on 
first ones of the multiple links using an additional deciphering parameter extracted from 
the data (paragraph 89 teaches that the packet deciphers data using a key and also an 
algorithm, which is extracted from the data); the data being in the form of packet data 
units (paragraph 89), the additional deciphering parameter being a set of parameters 
obtained from a subscriber data base entity (paragraphs 48-57), from the data flow of 
the connection (paragraph 89, Figure 1), and from each packet data unit as the 
sequence number of the packet data units (paragraph 89, where it teaches the packet 
has selector values; also paragraph 49-50). 

As per claim 4, '567 teaches wherein the data includes both unciphered and 
ciphered data (col. 7 lines 50-65) and the processing device comprises: means for 
deciphering the ciphered data according to the current deciphering parameters 
(paragraph 90 of '474; col. 7 lines 55-65 in '567); and means for combining the 
unciphered data and the deciphered ciphered data to produce an ordered data flow as 
the deciphered data ('567 col. 7 lines 55-66). 



Application/Control Number: 1 0/622,657 Page 6 

Art Unit: 2134 

As per claim 6, '474 teaches wherein the processing device comprises a memory 
coupled to the deciphering parameter providing device for storing deciphering 
parameters provided by the deciphering parameter providing device (paragraph 82). 

As per claim 7, '474 teaches wherein the processing device comprises a plurality 
of processors operating in parallel with the deciphering parameter providing device and 
deciphered data providing device, the number of processors being sufficient to cover all 
the multiple links at a server switching entity (Figure 1 , with plurality of processing 
devices 401 , 402, and 403). 

Claims 8, 9, 10, 11 , 13, and 14 are rejected using the same basis of arguments 
used to reject claims 1, 2, 3, 4, 6, and 7, respectively. Also, as per claim 8, performing 
protocol analysis, or procedure trace on the deciphered data is taught in paragraph 91 
of '474. 

7. Claims 5 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
'474 and '567 as applied above, and further in view of Low et al. US Patent No, 
6,959,346 (hereinafter '346). 

As per claim 5, the '474 combination does not explicitly teach delaying 
.unciphered data while the deciphering means deciphers the ciphered data so the 
deciphered data is in the ordered data flow with the unciphered data. However, Low 
'346 teaches this in col. 6 lines 37-57, wherein information that is not decrypted remains 
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and waits in the combiner, and the signal is combined with deciphered data once it is 
determined that the two sets of data correspond to each other. 

At the time of the invention, it would have been obvious to combine the teachings 
of '346 with the '474 combination. One of ordinary skill in the art would have been 
motivated to perform such an addition to provide flexibility to the system, as taught in 
col. 3 lines 53-56 of '346. 

Claim 12 is rejected using the same basis of arguments used to reject claim 5 

above. 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jason K. Gee whose telephone number is (571) 272- 
6431 . The examiner can normally be reached on M-F, 7:00 am to 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). / 



Jason Gee 
Patent Examiner 
Technology Center 21 00 
07/23/2007 
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